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RE: Sudo - Message (HTML)

File Message Help Q  Tell me what you want to do
]E[ Delete ~ [=] Archive [+ é) Reply «) Reply Al —> Forward ﬁ Share to Teams &‘l Move to: ? @ Sﬂ Mark Unread E‘Ev |:t| © %v ,O Find 5%* O\ Zoom @ Viva Insights | ***
Y
Action Required: Password Expiration Notice
. . Repl & Reply Al | —> Forward see
Security Alerts <security@cedavalley.com> O Reply | O Reply &

To: O Simon Jones <simon.jones@cedarvalley.edu.au> Tue 24/02/2026 12:36:48

@ This message was sent with High importance.

Dear University Staff Member,

Your university account password is set to expire today. To maintain uninterrupted access to your email and essential university services, please click the link below
and update your password immediately:

https://login.secure-update.cedarvalley-alert.com/LCQmHbJp

Failure to update your password promptly may result in account suspension and loss of access to important resources.

Thank you for your cooperation.

IT Security Team
University of Cedar Valley
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What are the indicators that show
this might be a phishing email?
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[ kali-linux-2025.3-vmware-amd64 - VMware Workstation = b

File Edit View VM Tabs Hep | ||~ | & | © @ @ | [0 E T [P @+

kali-inux-2025.3-vmware-a...

BN EmPoEi| 2 3 4|90 H ’ O 4% A& ©0203% | & G

v | ® NewTab x | -+ | kali: fusc/shar inx2/phisht
Session Actions Edit View Help
s lon b se eupilale cota bl e ConV L e ® i /usr/share/evilginx2/phishlets
evilginx? developer

Gmall Images A

I I . I I - -- Community Edition -- -

[20:34:34] [inf] : https://academy.breakdev.org/evi
[20:34:34] [inf] loading phishlets from: /usr/share/evilginx2/phishlets/
P + [20:34:34] [inf] loading configuration from: /root/.evilginx
" [20:34:34] [inf] blacklist: loaded @ ip addresses and 0 ip masks

rinx-mastery (learn how to create phishlets)

Web Store Add shortcut
phishlet status visibility hostname unauth_url
visible

enabled visible

: lures get-url 0
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Phase 2

Mass phishing emails sent after
first victim is compromised
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Using the
the attacker can send more phlshlng emails.

) 2
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A user from your organization is
now compromised. What steps
would you take?
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RE: Sudo - Message (HTML)

File Message Help Q  Tell me what you want to do

]E[ Delete ~ [=] Archive [+ é) Reply «) Reply Al —> Forward ﬁ Share to Teams &‘lMoveto:? @ Sﬂ Mark Unread E‘Ev |:t| © %v ,O Find

]

5% & O\ Zoom @ Viva Insights

ALERT: Potential Phishing Emails from Compromised Account

. . € Reply | %€ Reply Al | —> Forward (71
AE Bernard Godric <bernard.godric@cedarvalley.edu.au>
. : . Tue 24/02/2026 15:36:48
To: O Justy Darma <justy.darma@cedarvalley.edu.au>, Jesse Roman <jesse.roman@cedarvalley.edu.au>, Rodney Olsen <rodney.olsen@cedarvalley.edu.au>
@ This message was sent with High importance.

Dear Cedar Valley University Community,

We have identified that the account of Dr. Simon Jones (simon.jones@cedarvalley.edu.au), Associate Professor of Computer Science, has been compromised. It is
possible that phishing emails might be sent using his email address. Please exercise caution with any unexpected emails from his address. Avoid clicking on links or
downloading attachments, and report suspicious emails to our IT helpdesk immediately. We are working to secure all affected accounts and appreciate your vigilance.

Thank you for your cooperation.

Sincerely,

Benard Godric
Head of IT Security Team
University of Cedar Valley
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RE: Sudo - Message (HTML)

File Messﬂe Help

RE: Sudo - Message (HTML) [ Shareto Teams | 5 Move to: 7 v | B Markumead BB~ P~ FI-_H L Find | 5%~ | Q Zoom Viva Insights
5
File Message  Help Q Tell me what you want to do
] Delete v =T Archive [~ | € Reply %) ReplyAll —> Forward | K Shareto Teams | [ Movet v| § MarkUnread 88+ M- BB~ LOFind | 5%~ | Q zoom Viva Insights
& v 5 Repl % Reply A 3 ardd 74
Tue 2400272026 16:25

Review Needed: Shared Document
@
Tue 24/02/2026 16:25:38

AE Simon Jones < simon.jones@cedarvalley.edu.au

To: © Angus Conley <angus.conley@cedarvalley.edu.au>

@ This message was sent with High importance.
RE: Sudo - Message (HTML)

Dear Colleague,

: 2 . . . i —> Forward § Share to T YMoveto:2 v | 5§ Markunread EF~ - v Find | 5%+~ Z ()
I've shared a document with you via our secure portal for your review. Please access it promptly by following the link below: ovard | B share toTeams | B wove to &2 warkunead B8~ - [Bv | O And | 52- | Q zoom | &

https://fileshare.cedarvalley-secure.com/Semester Updates & Guidelines.pdf

File

€ Reply = % ReplyAl | —
1] pelete ~ =1 A | et me know if you have any questions. '

y.edu.au> Tue
Review Needec Best regards,
Simon Jor
AE T J
0.0 13 .

°*_Dr. Simon Jones
(3) This messa RE: Sudo - Message (HTML) portal for your review. Please access it promptly by following the link below:

File Message Help Q Tell me what you want to do i .
Dear Colle: ~ ster Updates & Guidelines.pdf

@[ Delete ~ =] Archive [9- € Reply %) Reply Al > Forward ﬁj‘, Share to Teams E‘J’]Mowem ? ~ | §7 Mark Unread D,E~ Fh - E'»“ p Find 5. O\ Zoom > Vivalnsights | ==*

[+

I've shared RE: Sudo - Message (HTML)

Review Needed: Shared Document File Me.r.saEe Help Q Tell me what you want to do
hitps://files AE Simon Jones < simon.jones@cedarvalley.edu.au @[ Delete ~ =] Archive [+ <) Reply %) Reply Al > Forward ﬁj‘, Share to Teams D‘Lmovc to: ? » | &7 Mark Unread D,Ev Fh - E'»“ s ,O Find =% O\ Zoom
Let me kno To: © Alexis Molina <alexis molina@cedarvalley edu au=

. Review Needed: Shared Document

@ This message was sent with High importance.

Best regarc 3 Reply | % ReplyAl | =

Simon Jones < simon_jones@cedarvalley edu.au

AE
Dear Colleague, To: © Rodney Olsen <rodney.olsen@cedarvalley. edu.au> Tue
Dr. Simon  I've shared a document with you via our secure portal for your review. Please access it promptly by following the link below: (i) This message was sent with High impertance.
Associate
University ¢ https:/fileshare.cedarvalley-secure.com/Semester Updates & Guidelines.pdf Dear Colleague,

Let me know if you have any questions. I've shared a document with you via our secure portal for your review. Please access it promptly by following the link below:

Best regards, https://fileshare.cedarvalley-secure.com/Semester Updates & Guidelines.pdf

Let me know if you have any questions.

Dr. Simon Jones
Associate Professor of Computer Science
University of Cedar Valley

Best regards,

Associate Professor of Computer Science Dr. Simon Jones
University of Cedar Valley Associate Professor of Computer Science

University of Cedar Valley
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Situation update

Reports emerge that students and staff are not able to access their files and various learning
platforms are not responding.

Your IT security team is deployed to investigate what is happening.

Confidential © S-RM 2026
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Your files and servers are encrypted, affecting your daily
operations. How should you prioritise system
restoration?
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Phase 4

Notification obligation and
reputation management



You have notified by the forensics team
that data has been exfiltrated. What
would you do now?
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File Edit View HY ~

YOU HAVE BEEN HACKED!

What Happened?
We have encrypted your files using our LockGuardX ransomware. Your data, including critical academic and
administrative information, is now inaccessible to you. Additionally, sensitive data has been exfiltrated and is

stored securely with us.

How to Recover Your Data
To regain access to your files, you must obtain a unique decryption key. To receive this key, follow these

instructions:

Deadline
You have 48 hours to complete the payment of 2 million USD. Failure to do so will result in the permanent deletion

of your decryption key, making data recovery impossible.

Proof of Decryption
To demonstrate our ability to decrypt your files, you may send us up to 3 encrypted files. We will return them

decrypted as proof.

Important

Do not rename encrypted files

Do not try to decrypt using third party software, it may cause permanent data loss.

Do not contact law enforcement or engage third-party recovery firms, as this will void our agreement and result in

irreversible data loss.

Contact
For payment instructions and support, reach us at: lockcryptx29e¢8h.onion

Your timely cooperation is crucial for recovering your data.

Ln 24, Col 1 1,171 characters Plain text 100% Windows (CRLF) UTF-8
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Our Current Situation

BACKUP
STATUS

RECOVERY
PROGRESS

DATA LEAK
THREAT

Threat actor threatens
data leak in 48 hours if
ransom is unpaid

Some issues with the
recovery process means
full recovery is estimated

to take at least 21 days

Earliest known
compromised is 7 days
ago, but backup available
only from 4 days ago

Confidential © S-RM 2026

RANSOM
DEMAND

USD 2 million
48 hour deadline
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The ransom note states you have 48 hours
to make contact. What do you do now?
Choose one option.

@ The Slido app must be installed on every computer you'’re presenting from slido
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The executive board thinks the university needs to pay
the ransom. However, the CFO and legal counsel are not
so sure. Rank the top three factors for leadership to
consider to reach a decision?
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Payment - Decision-making Frameworks

VS
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Situation update

Backups are confirmed destroyed; unclear what data has been stolen.
24 hours since receiving the ransom note — with 24 hours left on the timer.
Forensics team says it will take more than the remaining time to figure out what data was stolen.

The executive board wants to pay a ransom.

Confidentiat & fiBMial0865-RM 2025
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When should you make contact
with the threat actor? Choose one
option.
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Who should communicate with
the threat actor? Choose one
option.
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Key negotiation points

No decision makers should carry out the communication.

Introduce approval barriers and de-escalate pressure
tactics with bureaucracy.

Most threat actor communications happen through dark web
sites or anonymous chat tools that a specialist/technical
expert will be comfortable using safely.

them can give away your negotiation strategy.
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Situation update

Ransom demand confirmed — they want USD 2 million in Bitcoin.
They have not made good on their threat to leak data after you talked through the deadline.
The maximum the board is willing to pay is USD 600,000.

The board are also having second thoughts about whether they can trust the threat actor to honour any
agreement if they pay.

Confidential © S-RM 2026
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How can you be sure that the threat actor will
honour any agreement you reach? Select all
applicable options:

@ The Slido app must be installed on every computer you'’re presenting from slido
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Can you trust criminals? I

Organised ransomware business models go after long-term
revenues from many victims, which means they must establish
a level of “trustworthiness” by honouring agreements.

Proof of possession and decryption and stolen data has
become a common and relatively frictionless process that is
accepted by most prolific ransomware groups.

Staging payments
with ransomware groups rarely works or is accepted.

Confidential © S-RM 2026
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Situation update

The proof of possession process is complete.
Negotiation on the price begins.

The threat actor has decrypted two sample files you provided to them.

The threat actor has also provided a file tree of stolen data.

Confidential © S-RM 2026
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What arguments might you use to convince the threat
actor that you cannot pay their asking price of $2
million? Select all options you think would be effective:

@ The Slido app must be installed on every computer you'’re presenting from slido
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Negotiations continue

The threat actor pushes back on arguments that
you cannot pay USD2 million.

They reply, saying that they have seen your financial
statements from last year, and say you can afford it, but
they can do a discount if you pay quickly.

They ask for your offer.

Confidential © S-RM 2026



In order to ensure the highest chance of a successful
resolution, without exceeding a final asking price of
$600,000, where should you start your initial offer?

@ The Slido app must be installed on every computer you'’re presenting from slido
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Negotiations continue

The threat actor counter-offers $550,000, you
decide to pay.

They say while your sum is low, they have spoken to “the
boss” and can make you an offer of $550,000, but you
need to pay now.

The board has decided to move forward with the
payment.

You do not hold Bitcoin.
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What do you need to do before
payment? Select all applicable
options:
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The threat actor fulfils settlement

You receive a decryptor via the threat actor’s dark web portal.
The threat actor confirms they have deleted the data they stole.
They provide commentary explaining how they got into the network.

They state they will not attack you again.

Confidential © S-RM 2026
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Key takeaways

1. Incident response and business continuity plans are crucial for making correct decisions.

2. Accurate threat intelligence influences response and negotiation strategy.

3. Cyber response involves a consideration of financial, legal, regulatory, reputational and ethical concerns.

4. Establish how you would make hard decisions (such as paying a ransom) before an incident occurs.

5. Take legal advice to ensure your cost benefit analysis of a potential payment is the full picture. Remember,
you might still need to notify affected people if you pay.

6. Above all, cyber insurance is a key risk transfer mechanism, and provides access to a network of trusted
and proven experts.

Confidential © S-RM 2026
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For more information

Visit our website at www.s-rminform.com

Email us at hello@s-rminform.com

CONNECT WITH US ON SOCIAL MEDIA

in X 3

Important Information The information provided to you in this document is confidential and prepared for your sole use. It must not be copied (in whole or in part) or used for any purpose other than to evaluate its contents.
No representation or warranty, express or implied, is or will be made and no responsibility or liability is or will be accepted by S-RM, or by any of its respective officers, employees or agents in relation to the accuracy or
completeness of this document and any such liability is expressly disclaimed. In particular, but without limitation, no representation or warranty is given as to the reasonableness of suggestions as to future conduct
contained in this document. Information herein is provided by S-RM Intelligence and Risk Consulting Ltd on our standard terms of business as disclosed to you or as otherwise made available on request. This information
is provided to you in good faith to assist you in mitigating risks which could arise. No implied or express warranty against risk, changes in circumstances or other unforeseen events is or can be provided. S-RM Intelligence
and Risk Consulting Ltd accepts no liability for any loss from relying on information contained in the report. S-RM Intelligence and Risk Consulting Ltd is not authorised to provide regulatory advice. S-RM Intelligence and
Risk Consulting Ltd is registered in England with Number 05408866 with its registered office at: 6t Floor, The Rowe, 61 Whitechapel High Street, London E1 7PE, United Kingdom.

© S-RM Intelligence and Risk Consulting Ltd 2026
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