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13,0 0 0 p o licy h o ld e rs  lo s t  in  t h e  
De ce m b e r q u a rt e r

Mo re  t o  co m e  a s  re n e w a ls  co m e  t h ro u g h

$ 1.8  b illio n  in  m a rke t  ca p it a lisa t io n  lo st

Im a g in e  yo u ’re  t h e  
CEO o f Me d ib a n k …



Re p u t a t io n a l im p a c t  o f re c e n t  
Cyb e ra t t a c k s  & Da t a  b re a c h e s

Op t u s /Me d ib a n k  Re p u t a t io n  Ave ra g e  Tre n d e d



No w  im a g in e  yo u … 
• …a re  a b ou t  t o  e m b a rk on  a n  in t e rn a t ion a l s t u d e n t  re c ru it m e n t  ca m p a ig n . 

• …a re  in  t h e  m id d le  o f a  con t e n t iou s EA n e g o t ia t ion  w it h  you r s t a ff.

• …a re  a b ou t  t o  b e g in  a  m a jo r fu n d ra is in g  ca m p a ig n .

• …lose  t h ou sa n d s o f p e rson a l s t u d e n t  re co rd s a n d  in  e m p loye e  p a yro ll d a t a  
in  t h e  le a d -u p  t o  ke y e n ro lm e n t  p e riod s. 

• …lose  t h e  a b ilit y t o  a cce ss  you r n e t w ork fo r a  w e e k w h e n  o ffe rs  a re  g o in g  
ou t  t o  sch oo l-le a ve rs .



• No n -sa la c io u s  c ircu m st a n ce s

• No n -c licka b le  b ra n d  n a m e s

• Ha n d le d  w e ll

• No t  o ve rly se n s it ive  d a t a

• Ha p p e n  o n  a  Frid a y a ft e rn o o n  w h e n  jo u rn o s  
a lre a d y a t  p u b  (se rio u sly)…

Bu t  w h e n  h a n d le d  b a d ly….

6 7%

29 %

50 %

No t ifia b le  d a t a  b re a c h e s  – J a n  - De c  20 22

Ma lic io u s  o r
c rim in a l a t t a cks
Hu m a n  e rro r

Sys t e m  fa u lt

5%

10 %

8 5%

Bre a ch e s  yo u
re ca ll
Bre a ch e s  yo u  so rt
o f h a lf re m e m b e r
Th rou g h  t o  ke e p e r

*Office  o f t h e  Au st ra lia n  In fo rm a t ion  Com m ission e r: No t ifia b le  d a t a  b re a ch e s re p ort  20 22

Mo s t  b re a c h e s  g o  
t h ro u g h  t o  t h e  k e e p e r…



Ne ve r a  t ru e r  
w o rd  s p o k e n …



Or a n  a c t u a l 
p ro ve rb …



To d a y…

1. Brie f d e fin in g  o f t e rm s 

2. W h e n  you  n e e d  t o  ca ll fo r b a ck-u p  

3. Tre n d s a n d  ch a n g e s w e ’re  se e in g   

4 . Be st  p ra c t ice  in  p re p a ra t ion  

5. Be st  p ra c t ice  in  re sp on se  

6 . W h a t  t o  con sid e r in  re cove ry



Qu ic k  s h o w  o f h a n d s …



A b re a c h  is  n o t ifia b le  if it  is  e lig ib le  (i.e ., m e e t s  
t h e  c rit e ria  s e t  in  t h e  P riva c y Ac t ) -

• Ha s a  se cu rit y b re a ch  re su lt e d  in  - o r m a y re su lt  in  -
u n a u th o rise d  a cce ss , u se  o r d isc lo su re  o f p e rso n a l 
in fo rm a t io n  (o r w a s p e rso n a l in fo rm a t io n  lo st  o r m isu se d )?  

• Are  t h e  a ffe c t e d  in d ivid u a ls  a t  risk o f se rio u s h a rm ?

• Is  re m e d ia l a c t io n  a va ila b le ?  If so , ca n  t h e  a c t io n  re m ove  t h e  
risk o f se rio u s h a rm ?

• So m e  o rg a n isa t io n s a re  a lso  su b je c t  t o  se c to r-sp e c ific  
in c id e n t  re p o rt in g  o b lig a t io n s (e .g ., P ru d e n t ia l St a n d a rd  CP S 
234 , a n d  Se cu rit y o f Crit ica l In fra st ru c tu re  Ac t  20 18 ).

Th e  No t ifia b le  Da t a  
Bre a c h  Sc h e m e



Alw a ys im p o rt a n t  t o  re vie w  c o n t ra c t u a l 
o b lig a t io n s  o n  n o t ifyin g  a n y c yb e r in c id e n t s

• Th e se  so rt s  o f o b lig a t io n s a re  in c re a sin g ly co m m on

• Th e y p re ve n t  a  co n t ra c to r fro m  u sin g  d isc re t io n  t o  d e t e rm in e  
w h e th e r t h e  in c id e n t  is  a  n o t ifia b le  d a t a  b re a ch

• Mo st  c la u se s  w ill re q u ire  t h e  o th e r s id e  t o  co o p e ra t e  o n  t h e  
a sse ssm e n t  a n d  re m e d ia t io n  o f t h e  b re a ch  a n d  p e rm it  t h e m  
to  t a ke  re sp o n sib ilit y fo r re p o rt in g  t h e  b re a ch

• A su p p lie r/se rvice  p ro vid e r co n t ra c t  m a y a lso  re q u ire  yo u  t o  
h a ve  in su ra n ce  in  p la ce , a s  w e ll a s  a n y lim it a t io n s o r 
e xc lu sio n  o f lia b ilit y t h a t  m ig h t  a p p ly

Do n ’t  fo rg e t  
B2B c o n t ra c t u a l 
o b lig a t io n s



An d  GDP R…

GDP R Fin e s  
Tra c k e r  & 
St a t is t ic s

To t a l Nu m b e r o f GDP R Fin e s

34 0
To t a l Am o u n t  o f GDP R Fin e s

€ 158 ,135,8 0 6

La rg e s t  Fin e

€ 50 ,0 0 0 ,0 0 0
Go o g le  In c . o n
J a n  21, 20 19
Fra n c e

Sm a lle s t  Fin e

€ 9 0
Ho s p it a l o n
No v 18 , 20 19
Hu n g a ry



W e ’re  n o t  re q u ire d  fo r e ve ry in c id e n t . 

W h y a m  I h e re ?



W e ’re  n o t  re q u ire d  fo r e ve ry in c id e n t . 

So m e t im e s  w e ’re  ju s t  a d viso rs…

W h y a m  I h e re ?



W e ’re  n o t  re q u ire d  fo r in t o  e ve ry in c id e n t . 

So m e t im e s  w e ’re  ju s t  a d viso rs…

Bu t  so m e t im e s  t h e re  is  a  LO T o f w o o d  
t o  c h o p .

W h y a m  I h e re ?



W h y a m  I h e re ?

VS



W e ’re  n o t  re q u ire d  fo r in t o  e ve ry in c id e n t . 

Bu t  so m e  n e e d  m o re  h e lp …

• Lis t e d  e n t it ie s

W h y a m  I h e re ?

Trading Halt 
Request

ASX Announcement



W e ’re  n o t  re q u ire d  fo r in t o  e ve ry in c id e n t . 

Bu t  so m e  n e e d  m o re  h e lp …

• Lis t e d  e n t it ie s

• Hig h ly se n s it ive  s it u a t io n s

W h y a m  I h e re ?



W e ’re  n o t  re q u ire d  fo r in t o  e ve ry in c id e n t . 

Bu t  so m e  n e e d  m o re  h e lp …

• Lis t e d  e n t it ie s

• Hig h ly se n s it ive  s it u a t io n s

• B2B w it h  c o m p le x b re a c h e s

W h y a m  I h e re ?



W e ’re  n o t  re q u ire d  fo r in t o  e ve ry in c id e n t . 

Bu t  so m e  n e e d  m o re  h e lp …

• Lis t e d  e n t it ie s

• Lim it e d  e xp e rt ise ; lim it e d  re so u rc e s

• Hig h ly se n s it ive  s it u a t io n s

• B2B w it h  c o m p le x b re a c h e s

An d …

• Th e  Va lle y o f Un c e rt a in t y

“W e  c a n  s a y 
d e fin it ive ly t h a t  t h e re  
is  n o  e vid e n c e  t h a t  
c u s t o m e r d a t a  h a s  
b e e n  re m o ve d  fro m  
o u r s ys t e m s …”

"Ou r in ve s t ig a t io n  
h a s  b e e n  o n g o in g  a n d  

a s  t h e s e  in c id e n t s  
c o n t in u e  t o  e vo lve …" 

"....p re vio u s  s t a t e m e n t s  
h a d  b e e n  ve ry c le a r 

t h a t  t h e y w e re  p o in t -
in -t im e  u p d a t e s ."

Th e  Va lle y o f 
Un c e rt a in t y

W h y a m  I h e re ?





20  m in u t e s ?

Sh e e sh .

No  sm a ll t a lk?

It ’s  Yo u r ABC, in d e e d .

He llo , 

I've  b e e n  in fo rm e d  t h a t  yo u  h a ve  b e e n  t h e  su b je c t  o f a  h a c k . 

Is  t h is  t h e  c a se ?  
Ha ve  yo u  id e n t ifie d  t h e  c u lp rit ?  
W h o  h a s  b e e n  a ffe c t e d ?  
Ho w  m a n y c u s t o m e rs  h a ve  b e e n  a ffe c t e d ?  
Ha ve  yo u  a d vise d  c u s t o m e rs  o f t h e  h a c k ?  
Ho w  la rg e  is  t h is  h a c k ?  
Is  a n y in fo rm a t io n  b e in g  h e ld  t o  ra n so m , a n d  if so  w h a t  is  yo u r 
p o s it io n  o n  t h is ?  
Ha s  t h is  a ffe c t e d  yo u r sys t e m s  o r o p e ra t io n s?  
Ha s  a n y se n s it ive  in fo rm a t io n  b e e n  a c c e s se d , lik e  p a ym e n t  d e t a ils  
o r p e rso n a l re c o rd s?  
W ill yo u  b e  a d vis in g  t h e  OAIC o f t h e  d a t a  b re a c h ?  

My d e a d lin e  is  ro llin g . 



P re p a ra t io n  a n d  
t ra in in g  is  k e y.

• Au d it s  a n d  re vie w s  o f d a t a  b re a c h  
re sp o n se  p la n s

• Cris is  s im u la t io n s  w it h  e xe c u t ive  
t e a m s a n d  b o a rd s

• Yo u  m u st  h a ve  a  p la yb o o k .  

…a n d  c u e  t ra in in g  m o n t a g e .



Ra n s o m w a re  a t t a c k s  
a re  m o re  t a rg e t e d

Ke y t re n d s  w e ’re  se e in g

• Co m p a n ie s  w it h  h ig h ly se n s it ive  d a t a

• Ho u se h o ld  n a m e s

• B2B c o m p a n ie s  in  h ig h ly c o m p e t it ive  se c t o rs

• In su ra n c e  p o lic ie s

• Co m p a n ie s  t h a t  c a n  p a y

…a n d  m o re  g o ve rn m e n t  in t e rve n t io n …



P re p a ra t io n : Nin e  Th in g s

1. Sp e c ific  Da t a  b re a c h  p la n  (BCP )

2. Sim u la t io n s

3. A c u lt u re  o f sa fe t y

4 . Sc o rc h e d  e a rt h  o n  o ld  d a t a

5. To  in su re  o r n o t  t o  in su re

6 . To  p a y o r n o t  t o  p a y 

7. Es t a b lish e d  re la t io n sh ip s

8 . Sin g le  so u rc e  o f t ru t h

9 . Co n t ra c t u a l o b lig a t io n s



Re s p o n s e : 
Be  t ra n s p a re n t …is h

1. Gu id in g  P rin c ip le s : Do  t h e  rig h t  
t h in g  NOW



Re s p o n s e : 
Be  t ra n s p a re n t …is h

1. Gu id in g  P rin c ip le s : Do  t h e  rig h t  
t h in g  NOW

2. Na rro w c a s t  t o  s t a ke h o ld e rs  b e fo re  
t h e  m e d ia  d o e s

In t e rn a l
Em p lo ye e s
Cu s t o m e rs  
Un io n s
Au t h o rit ie s  

Dire c t
Co n su m e rs
Su p p lie rs
P a rt n e rs   

Ext e rn a l
Me d ia
So c ia l m e d ia
Co n t a c t  Ce n t re
Re g u la t o rs



Re s p o n s e : 
Be  t ra n s p a re n t …is h

1. Gu id in g  P rin c ip le s : Do  t h e  rig h t  
t h in g  NOW

2. Na rro w c a s t  t o  s t a ke h o ld e rs  b e fo re  
t h e  m e d ia  d o e s

3. Th e  in ve s t ig a t io n  is  o n g o in g . Flo o d  
t h e  zo n e : Sa y so m e t h in g , b u t  ju s t  
d o n ’t  sa y a n yt h in g



Re s p o n s e : 
Be  t ra n s p a re n t …is h

1. Gu id in g  P rin c ip le s : Do  t h e  rig h t  
t h in g  NOW

2. Na rro w c a s t  t o  s t a ke h o ld e rs  b e fo re  
t h e  m e d ia  d o e s

3. Th e  in ve s t ig a t io n  is  o n g o in g . Flo o d  
t h e  zo n e : Sa y so m e t h in g , b u t  ju s t  
d o n ’t  sa y a n yt h in g

4 . Do n ’t  p la y t h e  vic t im …b u t …



Re s p o n s e : 
Be  t ra n s p a re n t …is h

1. Gu id in g  P rin c ip le s : Do  t h e  rig h t  
t h in g  NOW

2. Na rro w c a s t  t o  s t a ke h o ld e rs  b e fo re  
t h e  m e d ia  d o e s

3. Th e  in ve s t ig a t io n  is  o n g o in g . Flo o d  
t h e  zo n e : Sa y so m e t h in g , b u t  ju s t  
d o n ’t  sa y a n yt h in g

4 . Do n ’t  p la y t h e  vic t im …b u t …

5. Lo o k  a ft e r yo u r p e o p le

Th e re  is  n o  Da d  J o k e  h e re . Yo u  re a lly w ill 
n e e d  t o  g e n u in e ly lo o k  a ft e r yo u r p e o p le . 

Da t a  b re a c h e s  a re  ve ry t ra u m a t ic . 



Re c o ve ry:
w h a t  t o  c o n s id e r  

• Se p a ra t e  t e a m s fo r re sp o n se  a n d  
re c o ve ry

• Co m m it  t o  c h a n g e  a n d  g o  a b o ve  a n d  
b e yo n d

• Do c u m e n t  c h a n g e

…a n d  b e c o m e  a  sm a ll t a rg e t …



In  s u m m a ry
La c k  o f s p e e d  k ills .  

Be  c a re fu l w h a t  yo u  s a y.

Ge t  g o o d  a d vic e .

Do  t h e  r ig h t  t h in g . 
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